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1
Decision/action requested

This document proposes to add a test case of AKMA key strorage and update in TS 33.537.
2
References

[1]
3GPP TS 33.537 Security Assurance Specification (SCAS) for the Authentication and Key Management for Applications (AKMA) Anchor Function (AAnF) v0.1.0
3
Rationale

This document proposes to add a test case of AKMA key strorage and update in TS 33.537 [1].
4
Detailed proposal
*** START CHANGES ***

4.2
AAnF-specific adaptations of security functional requirements and related test cases
4.2.1
Introduction

The present clause contains AAnF-specific security functional adaptations of requirements and related test cases.
4.2.2
Security functional requirements on the AAnF deriving from 3GPP specifications and related test cases
4.2.2.1
AKMA key storage and update
Requirement Name: AKMA key storage update
Requirement Reference: TS 33.535 [4], clause 6.1 

Requirement Description: “The AAnF shall store the latest information sent by the AUSF. After receiving the new generated A-KID and KAKMA, the AAnF deletes the old A-KID and KAKMA and stores the new generated A-KID and KAKMA.” as specified in TS 33.535[4], clause 6.1. 
Threat References: TR 33.926 [6], clause X.2.2.Y, AKMA key storage and update
Test Case: 

Test Name: TC_AKMA_Key_Storage_Update
Purpose:

Verify that the AAnF stores only the latest AKMA context received by the AUSF. 
Pre-Conditions:

-
Test environment with AUSF and AF. The AUSF and the AF may be simulated. 

-
AAnF network product is connected in emulated/real network environment.
Execution Steps
Test A:
1) Primary authentication is simulated for a specific UE, leading to the simulated AUSF pushing SUPI, A-KID1, KAKMA1 to the AAnF. 

2) The AF requests a KAF from the AAnF by proving A-KID1 and AF_ID.

3) Another primary authentication is simulated for the same UE, leading to the simulated AUSF pushing SUPI, A-KID2, KAKMA2 to the AAnF.

4) The AF requests a KAF by providing A-KID1 to the AAnF.

5) The AF requests a KAF by providing A-KID2 to the AAnF.
Expected Results:

The AF received an error message indicating the AKMA context related to A-KID 1 is not found after step 4). After step 5), the AF received a KAF which is different from the KAF that received after step 2).  

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*** END of CHANGES ***

